
Finding vulnerabilities in 
Atlassian products
If today is the last day you can see someone,

what will you do?

yeuchimse



Atlassian Products
- Plan, Track, & Support: Jira Core, Jira Software, Jira Service Desk, Jira Align

- Collaborate: Confluence, Trello

- Code, Build, & Ship: Bitbucket, Sourcetree, Bamboo

- Identity & Security: Atlassian Access, Crowd



Architecture
- Almost all application functions are provided by plugins 

- Plugins are built on top of modules

- There are many types of module, however, in this talk we will only focus on modules that are accessible 
via HTTP request, such as: 

- REST modules

- Webwork modules

- XWork modules

- Servlet modules

- (SpringMVC endpoints)



/rest/<rest-path>/<rest-version>/<rest-path>

→ /rest/applinks/2.0/listApplicationlinks

REST Module

Architecture



/secure/<action-name>!<command>.jspa

→ /secure/SetupMode!default.jspa

Webwork Module

Architecture



/<namespace>/<action-name>.action

→ /admin/questions/viewpermissions.action

XWork Module

Architecture



/plugins/servlet/<servlet-path>

→ /plugins/servlet/applinks/listApplicationLinks

Servlet Module

Architecture



1. Spend several minutes/hours using the applications as a normal user

2. Take a quick look into all modules’ source code

3. Note down all suspicious points

4. Take a deeper look

Finding vulnerabilities



A limited SSRF protection bypass

As by design, most of HTTP requests sent by the applications are restricted by the White-listing mechanism.

E.g., accessing /rest/sharelinks/latest/link?url=https://google.com will result in the Not authorized to access 
https://google.com. Please contact admin to whitelist it error.

However, if http://abc.com is white-listed, then http://abc.com/?redirect=https://google.com can be used to 
access https://google.com, as well as any other URLs.

Low hanging fruits

Finding vulnerabilities



CSRFs

- Generally, most of POST requests are immune to CSRF attack.

- REST/SpringMVC endpoints are automatically protected by default.

- XWork actions are protected via a attribute/annotation named RequireSecurityToken

- Cross-Origin PUT/DELETE requests are blocked by all browsers by default.

- However, some state-changing actions are performed via GET requests.

- Sadly, most of them are low impact issues.

- E.g., changing the display order of a dashboard; marking a notification as read; ...

Low hanging fruits
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SSRF via CSRF

- When setting up an AppLink, a GET request is sent to 
/rest/applinks/3.0/applicationlinkForm/manifest.json?url=XXX, in order to fetch the information of the 
remote application that is being linked.

- It should be a blind SSRF with a very limited impact.

Low hanging fruits
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SSRF via CSRF

But

- For unknown reasons, Access-Control-Allow-Origin and Access-Control-Allow-Credentials headers 
suddenly appeared.

- That means, an attacker can read the endpoint’s response, and thus is able to:

- Perform port scanning.

- Know what is running on an open port, if it is an Atlassian application.

Low hanging fruits
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XSS - Bitbucket

- There is a Click-Based Reflected XSS on the /getting-started page. The next parameter is reflected in the 
href attribute of an <a> tag (1).

- Unfortunately, (1) only happens on the first time the user visits the page.

Interesting cases
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- There is a Click-Based Reflected XSS on the /getting-started page. The next parameter is reflected in the 
href attribute of an <a> tag (1).

- Unfortunately, (1) only happens on the first time the user visits the page.
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XSS - Bitbucket

- The SHOW_GETTING_STARTED_PAGE property was set to true when the user was created.

Interesting cases
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XSS - Bitbucket

- Then, if that property is True, the user will be redirected to /getting-started after his first successful login.

Interesting cases

Finding vulnerabilities



XSS - Bitbucket

The problem is, although we can provide an arbitrary next parameter, it will be hardened by the application 
later, and there is no way to make the hardened value starts with javascript: to achieve the XSS. 

Interesting cases
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XSS - Bitbucket - A dead end?

- We need SHOW_GETTING_STARTED_PAGE = True.

- But if so, the user will be redirect to the /getting-started page (with a hardened next parameter) 
automatically after logging in. 

- Then, the SHOW_GETTING_STARTED_PAGE property is removed.

- So, it’s impossible to have the user visiting the vulnerable endpoint with our malicious next parameter 
while SHOW_GETTING_STARTED_PAGE = True?

Interesting cases
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XSS - Bitbucket - A dead end?

Interesting cases

Finding vulnerabilities

After a successful login

When accessing /getting-started 



XSS - Bitbucket - A dead end?

Interesting cases

What if the GETTING_STARTED feature is disabled?
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1 Click to RCE - Confluence

- The built-in plugin confluence-jira-plugin in Confluence provides a Servlet module 
(/plugins/servlet/applinks/proxy) allowing the application to send requests to another linked application.

- E.g., /plugins/servlet/applinks/proxy?appId=85e96447-ac11-3b2a-9bf7-e3a0f8763f2b&path=/aaa/bbb/ccc

- The request will be executed on behalf of the linked application’s user.

- The endpoint is vulnerable to CSRF.

However:

- What about the CSRF protection on the linked application?

- All dangerous actions require a Secure Administrator Session.

- The appId parameter is unguessable.

Interesting cases
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1 Click to RCE - Confluence

What about the CSRF protection on the linked application?

“Scripts that access Jira remotely may have trouble acquiring or returning a security token, or maintaining an HTTP session 
with the server. There is a way for scripts to opt out of token checking by providing the following HTTP header in the 
request:

X-Atlassian-Token: no-check”

https://developer.atlassian.com/server/jira/platform/form-token-handling/

Interesting cases
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1 Click to RCE - Confluence

What about the CSRF protection on the linked application?

That’s exactly how the /plugins/servlet/applinks/proxy endpoint does to get rid of the CSRF protection.

Interesting cases
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1 Click to RCE - Confluence

All dangerous Admin actions requires a Secure Administrator Session

“Secure administrator sessions (i.e. password confirmation before accessing administration functions) are enabled by 
default. If this causes issues for your Jira instance (e.g. if you are using a custom authentication mechanism), you can 
disable this feature by specifying the following line in your jira-config.properties file”

https://confluence.atlassian.com/adminjiraserver/configuring-secure-administrator-sessions-938847890.html

Moreover, not all Atlassian products support Secure Administrator Session (e.g., Bitbucket, Fisheye, 
Cruicible, ...).

Interesting cases

Finding vulnerabilities

https://confluence.atlassian.com/adminjiraserver/advanced-jira-application-configuration-938847847.html


1 Click to RCE - Confluence

The appId parameter is unguessable

Why need to guess when we can get that value?

/rest/jiraanywhere/1.0/confluence-view-in-jira/jira-applink-id?jiraUrl=http://jira.company.com

Interesting cases

Finding vulnerabilities

1. Spend several minutes/hours using the 
applications as a normal user

2. Take a quick look into all modules’ source 
code

3. Note down all suspicious points
4. Take a deeper look



1 Click to RCE - Confluence

POC - RCE on FishEye via adding a new administrator

Interesting cases

Finding vulnerabilities





Another 1 Click to RCE - Confluence

Nothing should be left unknown 

when we’re having the source code!

Interesting cases
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For unknown reasons, Access-Control-

Allow-Origin and Access-Control-Allow-
Credentials headers suddenly appeared.



Another 1 Click to RCE - Confluence

Interesting cases
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Another 1 Click to RCE - Confluence
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Another 1 Click to RCE - Confluence

/plugins/servlet/oauth/consumer-info*

/plugins/servlet/oauth/consumer-info/../../xxx/yyy?

Interesting cases
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Another 1 Click to RCE - Confluence

/plugins/servlet/oauth/consumer-info*

/plugins/servlet/oauth/consumer-info/../../xxx/yyy?

/plugins/servlet/oauth/consumer-info/zzz?
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404



Another 1 Click to RCE - Confluence

POC

Interesting cases
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Bonus

It’s worth mentioning that an App Link will be white-listed automatically. 

What if there exists an Open Redirect in the linked application itself?

Interesting cases

Finding vulnerabilities

if http://abc.com is white-listed, then 
http://abc.com/?redirect=https://google.co
m can be used to access https://google.com, 
as well as any other URLs

http://localhost:8154/plugins/servlet/issue-
retriever?columns=&url=http://localhost:8820/plugins/servlet/applinks/auth/conf/oauth/outbou
nd/apl-2lo/11111111-2222-3333-4444-
555555555555%3fcallback%3dhttps%3a//google.com&appId=24830af1-59ec-3dff-ac70-
12e66ebdd6c2

Need Admin permission
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